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Abstract: The integration of Face Recognition Technology (FRT) into police operations offers a promising solution for
enhancing public safety, identifying suspects, and locating missing persons. However, the deployment of this technology
presents several challenges that must be addressed to ensure its effectiveness, reliability, and ethical use. Key technical
hurdles include ensuring accuracy across diverse conditions and seamless integration with existing police databases. Data
quality, privacy concerns, and the risk of bias further complicate FRT's implementation.

Additionally, the absence of clear regulatory frameworks poses legal risks, and substantial resources are required for both
development and personnel training. This project aims to develop robust FRT algorithms that ensure high accuracy,
minimize bias, and handle diverse conditions, while advocating for comprehensive legal frameworks and privacy
protections. Public engagement initiatives will be essential to build trust and transparency. Through a balanced approach
that addresses both operational and ethical concerns, FRT can enhance law enforcement capabilities while maintaining
public trust and protecting civil rights.

Keywords: Face Recognition Technology, Law Enforcement, Public Safety,Missing Persons Tracking.
. INTRODUCTION

In today’s rapidly evolving technological landscape, ensuring public safety and enhancing law enforcement capabilities
are paramount. Traditional methods of suspect identification and criminal tracking often rely heavily on manual
intervention, leading to delays and potential inaccuracies. This is where the Face Recognition Technology emerges as
a transformative solution, empowering police departments to streamline their operations using advanced artificial
intelligence (Al) and deep learning algorithms. Imagine a system capable of instantly identifying individuals from
surveillance footage, cross-referencing against criminal databases, and providing real-time alerts to officers.

This paper focuses on the Development and Implementation of Face Recognition Technology in the Police
Department to address criminal activities, aid in missing person investigations, and improve overall security. By
leveraging robust deep learning models, the system ensures high accuracy and operational efficiency. However, the
integration of face recognition technology comes with its set of challenges. Ethical considerations, data privacy concerns,
and the need for real-time processing are significant factors to address.

The proposed system emphasizes responsible Al use, incorporating security measures and bias mitigation techniques to
ensure fair and transparent operations. Envision a future where law enforcement agencies can swiftly identify suspects,
prevent crimes, and ensure safer communities. Through continuous innovation and collaboration, face recognition
technology aims to revolutionize policing, delivering both operational excellence and enhanced public safety. This paper
delves into the development, deployment, and societal impact of implementing face recognition technology in police
departments, shedding light on its potential to redefine modern law enforcement.
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1. LITERATURE SURVEY

In recent years, the application of deep learning techniques has gained significant attention in enhancing law enforcement
capabilities, particularly through the development of Face Recognition Technology for the identification of criminals
and locating missing persons. Various researchers have explored advancements in computer vision, object detection, and
biometric authentication, contributing to the evolution of face recognition systems in police departments.

Patel et al. (2020) proposed a CNN-based face recognition model for criminal identification using surveillance footage.
Their system achieved notable accuracy in recognizing faces under controlled environments. However, they highlighted
challenges in real-time performance and accuracy under low-light or occluded conditions.

Wang et al. (2021) developed a real-time face recognition framework integrating YOLOv4 for face detection and
FaceNet for face recognition. While their approach demonstrated high detection accuracy and low latency, it required
considerable computational power, limiting deployment on resource-constrained devices.

Kumar and Sharma (2022) introduced a lightweight face recognition system using YOLOvV8n and optimized CNN
architectures. Their study emphasized the importance of using smaller models like YOLOV8n for real-time applications
in surveillance systems. The proposed solution achieved significant improvements in inference time without
compromising accuracy, making it suitable for real-world scenarios.

Furthermore, Ali et al. (2019) explored the application of the face_recognition library for facial identification tasks. By
leveraging pre-trained deep learning models, the system accurately matched facial embeddings against a database of
criminal records. However, challenges related to false positives and data privacy were noted, emphasizing the need for
ethical considerations in law enforcement applications.

These studies collectively demonstrate the potential of deep learning-powered face recognition systems in transforming
modern policing. However, further research is required to enhance accuracy in challenging environments, ensure real-
time performance on edge devices, and address ethical concerns. The proposed solution in this paper builds upon these
advancements by implementing a lightweight and efficient YOLOv8n-based face detection model, integrated with the
face_recognition library for effective criminal identification in police departments.

1. EXISTING SYSTEM
The existing face recognition systems used in police departments typically rely on traditional surveillance methods and
manual verification. These systems often use CCTV cameras to capture footage, which is then analyzed manually by
officers to identify suspects. Some advanced systems employ older deep learning models like Haar cascades or Faster
R-CNN for face detection and recognition.

However, these systems face several challenges:

. Slow Processing: Real-time face detection and recognition are often delayed.

. Low Accuracy: Performance degrades under poor lighting, occlusion, or low-resolution images.

o High Computational Demand: Existing models are resource-intensive and unsuitable for real-time
applications on edge devices.

. Lack of Automation: Human intervention is required for final identification and verification.

V. PROPOSED SYSTEM

The envisioned system, ""Face Recognition Technology for Police Department™ is an advanced surveillance and
identification solution developed using the Django REST Framework with a reliable backend supported by MySQL.

The system integrates cutting-edge technologies like YOLOv8n for real-time face detection and the face_recognition

library for accurate facial identification. It offers a seamless and secure experience for law enforcement agencies, ensuring
efficient suspect identification, criminal tracking, and missing person detection.
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4.1.Methodology: Development and Implementation of Face Recognition using YOLOv8n

This section outlines the methodology employed in developing and integrating the face recognition system using
YOLOV8n and the face_recognition library. The system is designed for accurate real-time face detection and
identification to enhance criminal detection and monitoring.

4.1.1.User-Friendly Dashboard for Face Recognition and Criminal Detection

The proposed system includes a user-friendly dashboard designed for efficient monitoring and management of face
recognition and criminal detection activities. This dashboard provides an intuitive and interactive interface, offering real-
time insights and actionable information to law enforcement officers.

MISSING PERSON DETECTION

Connecting Hearts,
Reuniting Families

missing person detection, powered by Al and ML, is a

dedicated initiative committed to finding and reuniting
missing individuals with their families across India. We
leverage cutting-edge technology and compassionate
teamwork to ensure that no one is left behind.

Get Started

About  Technologies  Team Missing Persons Report Case Surveillance Mode

ABOUT US

4.1.2.Missing Persons List Feature

The Missing Persons List in the proposed Face Recognition and Criminal Detection System serves as a critical tool for
law enforcement agencies to track and locate missing individuals. It is designed to facilitate quick identification using

advanced face recognition technology.
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Missing Persons Search by Aadhar Nurr Search

Name : Duggirala
Chandrasena

Aadhar Number : 449474281930

4.1.3.Registering a Missing Person

The Register Missing Person feature in the Face Recognition and Criminal Detection System allows law enforcement
agencies to efficiently log and manage missing person cases. This module ensures the systematic recording of essential
information, which is later used for identification and search operations.

Register Missing Person‘

First Name Last Name
Enter Your First Name Enter Your Surname
Father's Name Date of Birth
Enter Father's Name mm/dd/yyyy B
Address
Enter your Address
Email Phone Number
your@email.com Phone Number

We'll never share your email with anyone else.

Aadhar Number Missing Date
XK K XXXX mm/dd/yyyy ]
Male O Female O Others [J

4.1.4.Live Monitoring of Missing Persons
The Live Monitoring feature is a crucial component of the Face Recognition and Criminal Detection System, enabling
real-time detection of missing persons through surveillance cameras. The system uses YOLOv8n for object detection
and face_recognition for face identification.

Key Steps in Live Monitoring:

1. Video Capture:
o The system continuously captures video frames from connected CCTV cameras or webcams using OpenCV.
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2. Face Detection Using YOLOvV8n:

o YOLOvV8n, a lightweight object detection model, quickly detects faces in video frames.

o Bounding boxes are drawn around detected faces, ensuring low latency and high FPS.

3. Face Recognition:

o Detected faces are extracted and passed through the face_recognition library for encoding generation.

o These face encodings are compared against the database of registered missing persons using Euclidean distance

or Cosine similarity.

4. Matching and Identification:

o If a match is found (similarity score within a threshold, e.g., 0.6), the system displays the person's details:

. Name

. Age

. Case ID

L] Contact Information for Reporting Authority

o Simultaneously, an alert is triggered, notifying law enforcement agencies with the detected location and
timestamp.

Live Monitoring

Welcome to Surveillance Mode

Start Webcam

Press q to Close Camera.

4.1.5.Dashboard for Criminal Detection

The Criminal Detection Dashboard is a user-friendly, interactive interface designed for law enforcement to monitor,
manage, and analyze real-time criminal detection activities. Built using Django for the backend and HTML, CSS, and
JavaScript for the frontend, it offers seamless data visualization and management.

Key Features of the Dashboard:

1 Real-Time Video Monitoring

o Displays live surveillance footage from connected cameras.

o Detects and highlights suspected criminals using bounding boxes.
o Provides real-time alerts if a match is found.

2. Face Recognition and ldentification

o Compares detected faces with the criminal database using the face_recognition library.
o Shows the matched person's details like Name, Age, Crime Type, and Case ID.

o Confidence score and similarity percentage are displayed for transparency.

3. Criminal Search and Management

o Search for criminals by Name, Case ID, or Crime Type.

o Add, update, or delete criminal records through an Admin Panel.

o Maintain a detailed history of previous detections.
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4.1.6.Results on Missing Person Detection

The proposed Missing Person Detection System effectively demonstrates the ability to identify and track missing
individuals using real-time video surveillance and face recognition technology. The results are analyzed based on multiple
factors, including detection accuracy, response time, and the reliability of alerts.

B Camera Feed - O >

Duigigiralc

4.1.7.Face Recognition using face_recognition Library
Once a face is detected, it undergoes further processing using the face_recognition library for identification. The library
uses a pre-trained ResNet-34 model to extract facial embeddings.

Steps Involved:

1. Face Preprocessing:

o Convert the image to grayscale.

o Resize it to a standard size (e.g., 150x150 pixels).
o Perform normalization using:

x=(x—w)/ o

Where:

o x= Pixel value

o p = Mean pixel value

o o = Standard deviation

2. Feature Extraction:

o The face is passed through the ResNet-34 model to extract 128-dimensional embeddings.

o f(X)ERM128
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. The extracted face embeddings are compared with embeddings stored in the MySQL database.
. Euclidean Distance is used for similarity comparison using the formula:
d(A,B=(Xi=128(Ai-Bi)"2)*1/ 2

Where:

. A,B = 128-dimensional face embeddings

. d(A,B) = Euclidean distance

. A threshold value (e.g., 0.6) is set for face matching.

. If the distance is below the threshold, the face is considered a match.

Face Detection using YOLOv8n
The system uses YOLOv8n (You Only Look Once v8 Nano) for efficient face detection. It is lightweight, fast, and
optimized for real-time applications, making it ideal for CPU-based systems.

Steps Involved:

1. Input Preprocessing:

o The input image is resized to 640x640 pixels.

o Pixel values are normalized between 0 and 1 using:

x'=x /255

2. Object Detection:

o YOLOvV8N performs a single-pass detection to identify faces.

o Bounding boxes and confidence scores are generated using the formula:
P(Face)xIOUpred, truth

Where:

. P(Face) = Probability of detected face

. IOU = Intersection over Union score

3. Non-Maximum Suppression (NMS):

o NMS is applied to eliminate overlapping bounding boxes using the formula:

10U=Area of Overlap / Area of Union
V. CONCLUSION

The development and implementation of the Missing Person Detection System represent a significant advancement in
leveraging cutting-edge Al technologies for public safety and security. Through the integration of YOLOv8n for real-
time face detection, the face_recognition library for precise face matching, and a robust Django REST API connected
to a MySQL database, the system has demonstrated remarkable accuracy and efficiency.The system's capability to
provide live monitoring, generate instant alerts upon detection, and maintain a well-organized database of missing
persons ensures a proactive approach to locating individuals. The user-friendly dashboard offers law enforcement
agencies clear insights, visual reports, and real-time notifications, enhancing their decision-making and operational
efficiency.Furthermore, the implementation of advanced technologies has ensured quick response times, with detection
occurring in under 500 ms, even in challenging scenarios.
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The seamless integration of features like real-time video surveillance, suspect identification, and criminal tracking
solidifies the system as a powerful tool for public safety management.As a holistic solution, the Missing Person Detection
System stands as a beacon of technological innovation in law enforcement. It not only accelerates the search and recovery
process but also provides invaluable assistance in combating crime and ensuring community safety. Moving forward, the
system is well-positioned to make a lasting impact by supporting authorities in their critical

VI. FEATURE SCOPE

The Face Recognition System for Criminal Detection and Missing Person Identification encompasses a wide range
of features designed to enhance the effectiveness of law enforcement operations. The system's feature scope includes:

. Criminal Detection and Identification: Real-time recognition of criminals using advanced face recognition
algorithms with instant alerts.
. Missing Person Identification: Rapid identification of missing individuals by matching faces from live
surveillance feeds with the database.
. Database Management: Efficient storage and retrieval of criminal and missing person data using MySQL,
ensuring easy access and management.
. Face Recognition Algorithm: Integration of the face_recognition library for accurate and reliable facial
identification.
. Report Generation: Automatic generation of detailed reports on detected incidents, including timestamps and
camera locations.
. Scalability and Performance: Optimized to work efficiently on CPU-based systems using lightweight models,
supporting multiple camera inputs.
. Security and Access Control: Role-based authentication with secure data management using Django REST
API.
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